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Background
Architect and lead developer of the middleware 
for the Collaborative Information Portal,
2002-2003
Supported the Mars Exploration Rover (MER) 
mission, 2004
Senior scientist, Research Institute for 
Advanced Computer Science (RIACS), 
contracted to NASA

Architect, lead developer, and integrator of the
Systems Health Information Portal, 2005
Project scientist, University of California at Santa Cruz, 
contracted to NASA

Over 15 years industry experience developing enterprise software.



Case Study 1:
The Collaborative Information Portal (CIP)
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Mars Exploration Rover Mission
Twin robot geologists search for past liquid water.

Launched: June 10 and July 7, 2003
Landed: January 3 and 24, 2004
Duration: 90 days

But after over two and a half
Earth years, both are still
operating, and the mission
has been extended
several times.

Mission Center:
Jet Propulsion Laboratory 
Pasadena, CA
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Mission Needs

Time 
management

Data 
management

Personnel
management
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The Collaborative Information Portal (CIP)

Broadcast 
messages

Clocks
Event 
horizonTool tabs

Schedule 
viewer
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Clocks
Tick-over at top-of-minute

Mars time
displayed
in Sols

Local 
time

UTC 
shown 
in Day 
of Year

Time at 
DSN 
location

Time at
collaborator’s
location
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Schedule Viewer

Schedule 
update 
indicator

Multiple 
time 
scales

Unified 
schedules

“Now” bar
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Data Product Navigator
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New Files

Duration

Icons

Files
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Three–Tiered Enterprise Architecture
Client

Java application (Swing)

Middleware Server
Web services, Enterprise JavaBeans,
Java Message Service
Service-oriented architecture (SOA)

Data Repository
Mission file servers (Unix)
File monitor (Java application)
Data loader (Java application)
Database (Oracle)
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Architecture Overview
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CIP Middleware Services
User management
Metadata
Schedules

Mars and Earth time
File and directory
Message
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Middleware Technologies
Enterprise JavaBeans (EJBs) to achieve reliability, scalabilty, 
security, platform independence, and standards.

Stateless session beans
Stateful session beans
Message–driven beans

Web services to expose the remote methods of the Service 
Provider EJBs to the client applications.

Java Message Service (JMS) for synchronous and 
asynchronous messaging.

BEA WebLogic application server.
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Middleware Architecture

WebLogic Application Server

SOAP
Processor

Service Provider
Remote Stateless

Session EJB

SOAP
Processor

Service Provider
Remote Stateless

Session EJB

• Stateless session 
beans are the 
Service Providers.
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Middleware Architecture

WebLogic Application Server

SOAP
Processor

Service Provider
Remote Stateless

Session EJB

Web
Service

Client Stub

Application
Java

Web
Service

Client Stub

Application
Java

SOAP
Processor

Service Provider
Remote Stateless

Session EJB

Web
Service

Client Stub

Application
C++

• Web Services
expose the remote 
methods of the 
Service Provider 
beans.

• Stateless session 
beans are the 
Service Providers.
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Middleware Architecture
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HTTPS

HTTPS

WebLogic Application Server

SOAP
Processor

Service Provider
Remote Stateless

Session EJB
Web

Service
Client Stub

Web
Service

Client Stub

SOAP
Processor

Service Provider
Remote Stateless

Session EJB

Web
Service

Client Stub HTTPS

Application
Java

Application
Java

Application
C++

HTTPS

• Web Services
expose the remote 
methods of the 
Service Provider 
beans.

• HTTPS encrypts 
the transmissions 
and gets them 
through the 
firewall.

• Stateless session 
beans are the 
Service Providers.
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Caching Data
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HTTPS SOAP
Processor

Service Provider
Remote Stateless

Session EJB

WebLogic Application Server

• Some middleware services cache data to 
improve performance.
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Caching Data
F
I
R
E
W
A
L
L

F
I
R
E
W
A
L
L

HTTPS

Cache Registry

SOAP
Processor

Data
Local Stateful 
Session EJB

Data
Local Stateful 
Session EJB

Data
Local Stateful 
Session EJB

Service Provider
Remote Stateless

Session EJB

WebLogic Application Server

• Stateful session beans cache data in memory.
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Caching Data
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HTTPS

Cache Registry

JDBC

JDBC

JDBC

DatabaseSOAP
Processor

Data
Local Stateful 
Session EJB

Data
Local Stateful 
Session EJB

Data
Local Stateful 
Session EJB

Service Provider
Remote Stateless

Session EJB

WebLogic Application Server

• The cached beans access the database.
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Event Notification
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L File Monitor

Application

“A new pancam 
image file
has just been 
downloaded
from Mars!”

JMS Server

WebLogic Application Server

Schedules
TopicResources

TopicPancam Images
Topic

• Publish-subscribe model with topics
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Event Notification
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WebLogic Application Server

HTTPS
SOAP

Processor
Service Provider

Remote Stateless
Session EJB

File Monitor
Application

“A new pancam 
image file
has just been 
downloaded
from Mars!”

JMS Server

Schedules
TopicResources

TopicPancam Images
Topic

• Clients poll for their messages via web services.
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Event Notification
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WebLogic Application Server

HTTPS
SOAP

Processor
Service Provider

Remote Stateless
Session EJB

JMS
Consumer

User Proxy
Local Stateful 
Session EJB

File Monitor
Application

“A new pancam 
image file
has just been 
downloaded
from Mars!”

JMS Server

Schedules
TopicResources

TopicPancam Images
Topic

• User proxies look up JMS consumer objects (POJOs) that 
represent the active subscriptions.

• The consumer objects retrieve the messages.
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Event Notification
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WebLogic Application Server

HTTPS
SOAP

Processor
Service Provider

Remote Stateless
Session EJB

JMS
Consumer

User Proxy
Local Stateful 
Session EJB

Message
Converter

File Monitor
Application

“A new pancam 
image file
has just been 
downloaded
from Mars!”

JMS Server

Schedules
TopicResources

TopicPancam Images
Topic

• Messages are converted for return via web services.
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Broadcast Message Service
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JMS Server

WebLogic Application Server

SOAP
Processor

Service Provider
Remote Stateless

Session EJB

Message
Converter

User Proxy
Local Stateful 
Session EJB

JMS
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HTTPS

Broadcast Messages
Topic

• The broadcast message service uses the Broadcast 
Messages topic.
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Broadcast Message Service
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JMS Server

WebLogic Application Server

SOAP
Processor

Service Provider
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Session EJB

Publisher
Local Stateless 

Session EJB

Message
Converter

User Proxy
Local Stateful 
Session EJB

JMS
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Broadcast Messages
Topic

• The Publisher bean publishes messages to the topic.
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Broadcast Message Service
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Message
Archive

JMS Server

WebLogic Application Server

JDBC

SOAP
Processor

Service Provider
Remote Stateless

Session EJB

Publisher
Local Stateless 

Session EJB Archivist
MDB

Message
Converter

User Proxy
Local Stateful 
Session EJB

JMS
Consumer

HTTPS

Broadcast Messages
Topic

• Message–driven bean (MDB) archives broadcast 
messages to persistent storage for later retrieval.
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Broadcast Message Service
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Message
Archive

JMS Server

WebLogic Application Server

JDBC

SOAP
Processor

Service Provider
Remote Stateless

Session EJB

Publisher
Local Stateless 

Session EJB
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Local Stateless 

Session EJB
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MDB

Message
Converter

User Proxy
Local Stateful 
Session EJB
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HTTPS

Broadcast Messages
Topic

JDBC

• The Delegate bean retrieves old messages for browsing.
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Metadata Generation

File changes are logged by nfslogd and the File Monitor, or found by the 
File Detector.

A message is sent to the monitor topic for each file change
The Data Loader generates metadata about the file

Retrieves messages from the monitor topic
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How Reliable Has CIP Been?
The middleware code has not changed since the code 
freeze in early November 2003.
CIP operational since mid–December 2003,
two weeks before the first rover landed.

CIP has run continuously for as long as 153 Earth days 
without interruption.
As of the end of the day on December 31, 2005, the 
mission had lasted 17,904 Earth hours.

During that entire period, CIP has been down less than 
10 hours, which is > 99.9% uptime.
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Example Log Entries: Streamer Service
2004-12-20 20:23:33,435 INFO : mjane: Streamer.putDataFile(/opt/bea/user_projects/cip/
conf/preferences/m.preferences)
2004-12-20 20:23:33,439 DEBUG: Begin upload of file '/opt/bea/user_projects/cip/conf/
preferences/sthompso.preferences'
2004-12-20 20:23:39,140 DEBUG: Completed upload of file '/opt/bea/user_projects/cip/conf/
preferences/sthompso.preferences': 35659 bytes
'/opt/bea/user_projects/cip/conf/global.properties': 13453 bytes
2004-12-20 20:28:57,516 INFO : jdoe: Streamer.getPreferences(user)
2004-12-20 20:29:29,721 INFO : jdoe: Streamer.getFileInfo()
2004-12-20 20:29:30,784 INFO : jdoe: Streamer.getFileInfo(/oss/merb/ops/ops/surface/
tactical/sol)
2004-12-21 19:17:43,320 INFO : jqpublic: Streamer.getDataFile(/global/nfs2/merb/ops/ops/
surface/tactical/sol/120/opgs/edr/jpeg/1P138831013ETH2809P2845L2M1.JPG)
2004-12-21 19:17:43,324 DEBUG: Begin download of file '/global/nfs2/merb/ops/ops/surface/
tactical/sol/120/opgs/edr/jpeg/1P138831013ETH2809P2845L2M1JPG'
2004-12-21 19:17:44,584 DEBUG: Completed download of file '/global/nfs2/merb/ops/ops/
surface/tactical/sol/120/opgs/edr/jpeg/1P138831013ETH2809P2845L2M1.JPG': 1876 bytes

Timestamp, user name, method name
Information about the uploaded or downloaded file 
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Middleware 
Monitor Utility

Server statistics
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Middleware 
Monitor Utility

Users
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Middleware 
Monitor Utility

Files uploaded 
or downloaded
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Cache contents

Middleware 
Monitor Utility
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Middleware Stress Tester

Simulate multiple 
users performing 
client operations 
simultaneously.

Can the server 
handle a heavy 
load?
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CIP Summary
Provides situational awareness for MER mission 
personnel

Download images, data, schedules, current time
Collaboration
Alerts

Service-oriented architecture (SOA)
Java Swing and C++ desktop client 
applications
J2EE technologies
Web services
Metadatabase and mission file servers
BEA WebLogic, Oracle DBMS, open source



Case Study 2:
The Systems Health Information Portal (SHIP)
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Systems Health Information Portal (SHIP)
Integrated Systems Health Management (ISHM) for the new
Crew Exploration Vehicle (CEV)

Return astronauts to the moon by 2018
International Space Station (ISS) serves as the test bed

Access to disparate data sources
Databases, files, live instrument streams, web services, web pages, programs

Multiple data formats
Relational tables
XML, text, and
binary files
Proprietary and
legacy data formats

Generate and 
manage reports

Fault analyses
Prognostications
Procedure manuals
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Systems Health Information Portal, cont’d
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Systems Health Information Portal, cont’d
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Systems Health Information Portal, cont’d
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Systems Health Information Portal, cont’d
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Systems Health Information Portal, cont’d
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Systems Health Information Portal, cont’d
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Systems Health Information Portal, cont’d



July 6, 2006 Presented at the Lawrence Livermore National Laboratory 48

Systems Health Information Portal, cont’d
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Systems Health Information Portal, cont’d
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Systems Health Information Portal, cont’d
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Systems Health Information Portal, cont’d
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Systems Health Information Portal, cont’d
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Systems Health Information Portal, cont’d
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Systems Health Information Portal, cont’d

Raw data

Integrated information

Knowledge
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SHIP Summary
Problem Resolution and Corrective Action (PRACA) 
system for space vehicles

Disparate data sources: live sensor feeds, archived legacy data, XML 
files, Word documents, web pages, web services, databases, etc.
Rules-based diagnoses
Semantics-based knowledge management

Service-oriented architecture (SOA)
Web-based and desktop client applications
J2EE technologies
Web services
Enterprise information integration (EII)
Application integration
JavaServer Faces, BEA WebLogic, Composite Software, open source



How to Avoid SOA Chaos

Sunset on Mars
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Create an SOA Governance Model

Similar to Star Trek’s “Prime Directive”
Create the proper context for architectural decisions
Provide clarity, consistency, and predictability
Provide a holistic view of operations
Promote communication and collaboration
Create awareness and set expectations
Select standards and best practices to enforce
Make it easy to do things the right way
Make it hard to do things the wrong way
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Create a Repository and Registry
Governance artifacts

Lab policies and procedures
Security requirements
Regulatory requirements (ITAR, etc.)
Industry standards
Best practices
Schemas
Templates
Forms
Metadata
Workflows
WSDL documents
Service level agreements
User interface guidelines
API guidelines
Documentation guidelines
Data reconciliation guidelines
Monitoring, logging, and notification guidelines
Arbitration procedures
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Governance Model, cont’d
Identify the SOA end-user groups within LLNL and their 
interrelationships
Identify the key stakeholder within each user group and 
his or her roles, responsibilities, and accountabilities
Define the proper information flow to and among the 
stakeholders
Ensure that there is a common understanding among 
the stakeholders of the SOA environment at LLNL
Form a governance body (steering committee) that 
collaboratively reviews and resolves issues in a timely 
manner to address and fulfill the stakeholders’ needs



Questions?
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Contact Information

ron.mak@willardlowe.com

www.willardlowe.com
www.apropos-logic.com
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